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Hucrpyknust :
m0JILb30BATEJIA NPH paboTe B HHPOPMAHOHHBIX CHCTEMAX IEPCOHATbHBIX JAHHBIX
MAJIOY «Jlerckmii cag Ned»C.O0bs9eB0

1. O6mume mosoxeHNst

1.1. Hacrosmas MHCTpyKIHS IIONB30BATENS IPK paboTe B HHYOPMAITAOHHEIX CHCTEMAX
nepcoHaNbHEX AaHbX (nanee VICIIIa) MAOY ycraHaBiuBaeT mpasmiia ¥ TpeGOBaHMS 110
GesomacHOCTH 06PabOTKH IIEPCOHATBHBIX NAHHEIX B MHQOPMAIMOHHEIX CHCTEMAaX
TIEPCOHANBHBIX JaHHEIX MAJIOV , HaxoQqIuXCst B 3KCILTYaTaIluH.

1.2. Tlome3osatens MCITTH (nanee — [Tonp30BaTens) IMEET COOTBETCTBYIONIHME TOTHOMOYHS,
YCTaHOBIICHHBIE JOJLKHOCTHEIMM HHCTPYKIHUSMH, TPYIOBBIM TOTOBOPOM, PYKOBOISIIAMHE
noxymenTamu «HO», HOpMaTHBHOM NOKyMEHTAUEH 1 3aKOHONATENLCTBOM Poccuiickoit
@enepanuy B 061aCTH EPCOHANBHBIX NAHHBIX, X OCYIIECTBIET 06PabOTKy MEepCOHANBHBIX
JaHHBIX (Aaree - IT/IH) B HHGOPMAIMOHHEIX CHCTEMaX TIEPCOHATBHBIX TaHHEIX, HAXOMIIAXCS B
BEJICHUM OIIEPAaTOPa EPCOHABHBIX JAHHBIX .

1.3. TTone30BaTensMu HHYOPMALMOHHEIX CHCTEM IEPCOHANBHBIX JAHHBIX SBISIOTCS
AelicTBYIOMKE paOOTHUKH, HCTIONB3YIONIHE IIPH 00paloTKe IePCOHATBHBIX JAHHBIX CPENCTBA
aBTOMAaTM3MpOBaHHOU 06paboTku nHbopMarwu ICII/TH, B TOM YKCIIE CPEACTBA
BBIUHCIHTENBHOM TEXHHKH, IIPOrPaMMHOE 00ECIICUCHE, EKTPOHHbIE HOCHTENR
TIEPCOHATBHBIX JAHHBIX M CPECTBA 3aIUThl HHbopManwy (naiee - C3U).

1.4. Tlone30BaTeNs HECET HEPCOHANBHYIO OTBETCTBEHHOCTD 3 CBOM JICHCTBHS B COOTBETCTBHH C
HOpMaTuBHEIME akTamMu MAJIOY, BKIFoYast COrTANICHUE O HEPa3TIIAIIeHAH IIEPCOHATBHEIX
nanHbIX. Jleficteus [lomp3oBarens, Hapymaromue HON0XKEHHs TPYAOBOTO, 8IMAHHUCTPATHBHOTO
1 YTOJIOBHOT'O 3aKOHO/IATENBCTRA, MTOBNEKIINE HAHECCHHE CEPhE3HOT0 yiiepoa cyonexTy(am)
[IEPCOHATBHBIX JIAHHBIX, MOTYT TIOBJIEYh JUCIUINIMHAPHYIO, 8AMHHICTPATHBHYIO U YTOJIOBHYIO
OTBETCTBEHHOCTH B COOTBETCTBUM ¢ 3aKOHOMATENBCTBOM Poccuiickoit deneparnun.

1.5. TTome30BaTeNs B CBOEH paGoTe PyKOBOACTBYETCS 3aKOHOAATENLCTBOM Poccuiickoit
Denepanyy B 06IaCTH 3aIUTHI IEPCOHANBHEIX JAHHBIX, HACTOSAMEN MHCTPYKITHEH i HHBIMH
HOPMAaTUBHO-METOAUIECCKUMH JOoKyMeHTaMu MAJIOY .

1.6. MeTomueckoe pyKOBOACTBO IO BOIIPOCaM GE30IIaCHOCTH IIEPCOHATBHBIX JAHHBIX
OCYIIECTRBIIACTCS JIMIIOM, OTBETCTBEHHBIM 33 OPraHU3aIiio 00paGOTKH IIEPCOHATBHEIX TaHHBIX,
1 JIMIOM, OTBETCTBEHHBIM 32 o6ecreuenne Gezomacroctd I1JIH. OTaensHbIE MEPOIPHATHS IO
3aIUTE HEPCOHAIBHBIX JAHHBIX IPOBOIATCS CTPYKTYPHBIM noapasnencHueM MAJIOY wm
Ha3HAYCHHBIM JIMIIOM, OTBETCTBEHHEIM 3a obecreuenue Gesonacuoctu [1/TH.

2. To/xHOCTHEIE 00s13aHHOCTH Ioab30BaTens MCII{a

2.1. Iome3oarens UCIT/IH MAJIOVY B pamkax CBOUX JOMKHOCTHBIX TIOTHOMOMHH 06s3aH:
2.1.1. BHIMONHATE Ha aBTOMATH3MPOBAHHOM pabodem Mecte (nanee - APM) Toibko Te
TPOLEYPHI B GYHKIMH, KOTOPHIE ONPEeCHBI sl HEeTO IPaBAJIaM¥l pasTpaHHIEHHs IOCTYIIa,
(GyHKIMOHANEHBIMY OOS3aHHOCTSIME ¥ IOJDKHOCTHEIME HHCTPyKIusiMu MAJIOY

2.1.2. 3HaTh ¥ BBIIONHATH TPEGOBAHKS [0 HEABTOMATH3MPOBAHHOMY PEXEMY 06paGoTKm
TIEPCOHAIBHBIX JAHHEBIX, YUETY, XpPaHEHHUIO U NIEPECHUIKE HOCUTENEH IEPCOHATBHBIX JAHHBIX,
obecnedeHnIo 6e30IIaCHOCTH EPCOHAIBHBIX TAHHBIX, & TAKXKE PYKOBOIAIIHAX K
OpraHM3allHOHHO-PACTIOPSIUTENBHEIX IoKyMeHTOB MAJIOY.
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2.1.4. sxpaH MOHHATOpA ABTOMATH3MPOBAHHOTO Paboduero MecTa B flOMEIIeH H, B KOTOPOM
IPOMCXOMT 06paboTKa ePCOHANBHEIX NAHHBIX, PACIIONAraTh BO BPEMS paGOTH TaK, YTOGk
HCKIFOYAIaCh BO3MOXXHOCTh HECAHKIIHOHUPOBAHHOTO O3HAKOMIIEHHS ¢ 0TOOpaXkaeMoi Ha
9KpaHe HH(OpPMAIMH TOCTOPOHHNUX JIMI[, KaK BHYTPH, TaK ¥ BHE IOMEIICHHS;

2.2. OG0 BCeX MPOM3OMIEIIHX, IPOUCKOSIIKX ¥ [IOTEHIHATGHBIX HAPYIIECHHSX, CBI3aHHBIX C
6e30macHOCTHIO nepcoHaNBHEIX AaHHEX B ICTI[In MAJIOY , mOB30BaTeNb JOJDKEH COOOIIATh
OTBETCTBEHHOMY aJIMHHACTPATOPY MHGOPMAITHOHHOM G€30MacHOCTH; v

2.3. Jlnis mosTydenyst IOMOIITH IO BOIIpOcaM paboTE ¥ HAcTpolike anementos UCIITx MIOY
Briposcknit nerckuit can «KoIOCOK» MONB30BaTENb 0653aH 06PAIIATECS K aIMUHUCTPATOPY
uH(opmarmonHok GesomacHoctr UCTI/TH .

2.4. Tloms3osaremsam UCITTa MAJZIOY crporo 3ampemaercs:

2.4.1. pasriamate NEPCOHATBHEIC JAHHBIC W CBEACHNS 00 HX 3aIUTe WM HHBIM 06pa3oM
JIOIyCKaTh PACHPOCTPAaHEHHE TaKOM HHPOPMAIMK TPETHHUM JIMIaM 6e3 CAaHKITHA
YTIOJTHOMOYEHHBIX JIUIT;

2.4.2. xONMpPOBATE HEPCOHATBHEIC JAHHBIC HA BHEIIHUE MaTEPHATBHEIE HOCHTENX 663 CAHKIIAH
YIOITHOMOYEHHOTO JIHIIa;

2.4.3. ACTIONB30BATH JUIS CAHKIMOHHPOBAHHOTO XPAHEHHS IEPCOHATBHBIX TAHHBIK BHELIHNE
HOCHTEIH 6€3 COOTBETCTBYIOIIEH MAPKUPOBKIL,

2.4.4. IOTYCKaTh YTEPIO SMEKTPOHHBIX HOCHTEIEH IepCOHATBHEIX JAHHEIX M HE H3BeINaTh 06
9TOM HHIUJEHTE YIOJIHOMOYEHHBIX i MAJIOVY;

2.4.5. caMOCTOSITENBHO YCTaHABIIMBATS, THPAXKAPOBATS, HIIH MOTUGbHUIMPOBATE IPOrPAMMEOE
obecliedenne, H3MEHSTD aNliapaTHOe 00ecIeueHre, HAPYIIATh yCTAHOBEHHEIH alropuT™
(GYHKIMOHMPOBAHHS TEXHHYECKUX ¥ IIPOrpaMMHEIX cpencts MCTITa MAJIOY wiy uHbIM
00pa3oM Bo3/eficTBOBATS Ha IITATHBIH pexxim pabotet ICTIJIH 1 CpecTB 3aImuTsl
TIEPCOHATBHBIX TAHHBIX;

2.4.6. OTKpEIBATB JOCTYII KPYTY JIHI[ K CBONM pabounM pasnenaM (Katanoram) Ha paGoueit
craanuu VCITTs MAJIOY

2.4.7. HeCaHKIMOHNPOBAHHO MOMKITIOYATH K aBTOMATH3UPOBAHHOMY paG0deMy MECTY | IApyTHM
nadopmanmorrsM pecypeam VICII[IH BHEIIHHE HOCHTENH, CPENICTBA CBAM H TIEPEadn
uHpOpManwy;

2.4.8. otxmo4ath (67I0KMPOBATE) BPEMEHHO HIIM IIOCTOSHHO CPECTBA 3AIUTEl HH(OPMALIHH
Wi oTaensHEe GyrKmun 3ammTs1 ICITTa MAJTIOY

2.4.9. o6paGareiBats Ha APM IOCTOPOHHIOK HHPOPMAIIHIO U BEITOTHATE DYHKIHH, HE
TPETyCMOTPEHHBIC JOJDKHOCTHOM HHCTPYKIMEH, OTHTHKAMHE, TIOOKEHASIMY U PETJIAMEHTAMH
00paboTKY MEPCOHATBHEIX TAHHBIX U HH(pOPManHoHHOM 6e30macHocT MAJIOY

2.4.10. coo6mmaTe MM HHEIM 06Pa30M IOIyCKATH PACIPOCTPAHEHNE TIOCTOPOHHMAM JIHIAM CBOUX
H 9YXXHX TNapoei, Kiodel, arpuOyToB focryma k pecypcam UCIIITa MAJIOY

2.4.11. HeCAHKIMORNUPOBAHHO TPHUBIIEKATH TPETHHX JIAIL JUIS PEMOHTA, TIEPEKOHMUTYPHPOBAHHAS
i yranusanua APM.

2.5. TIpu OTCYTCTBUH BPEMEHHOTO HIIH IIOCTOSHHOTO KOHTPOJIS 32 aBTOMATH3MPOBAHHBIM
pabounM MECTOM CO CTOPOHBI CAHKIHOHMPOBAHHOTO I10JTE30BATES OCTYTI K KOMITBIOTEPY
HOJDKEH GBITH HEMETIERHO 3a0/I0KMPOBaH. [l 3TOro HeOGXOIMMO HAXKATH OTHOBPEMEHHO
KoMGrHarwo kiasum <Ctrl>+<Alt>+<Del> 1 B5IGpats onmro <BIOKHPOBKa™>, THG0 HAXKATE
KoMOuHanmo <Win>+<L>

2.6. Ionb30Batens 00s3aH NPHHUMATE BCE HEOGXOXUMbIE MEDHI 110 HE3AMEUTHTENBHOMY
PearnpoOBaHUIO B CIly4ae BOSHUKHOBEHHUS B X0JIe 00pabOTKY EPCOHANBHBIX JAHHEIX
BHEINTATHBIX CUTYalUi ¥ UPE3BBIIAHHBIX CHTYAIMH, TG0 BO3AEHCTBHS Ha CPE/ICTBA XPAHEHMUS
1 o6paboTku mepconanbubx farHsx MCIIa MAJIOY paspymuTensHEIX (akTopos, ¢ HEbio
JIMKBUJANWY UX TOCHeACTBHH. JIIoObIe ciTydan HapyIeHus Ge30MacHOCTH JOIDKHEI OBITH
HE3aMEITUTENBHO cooOmmeHs! iy MAJIOY oTBeTcTBEHHOMY 3a 06€ecieueHne Ge30macHOCTH
HEPCOHANBHBIX JaHHBIX.
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TIpY YPEe3BHIYARHON CUTyaIMi He MOXKET BEIIOIHHUTD B ITONHON Mefie CBOHM (YHKIMHA 1
0053aHHOCTH H/HIH IPEJOTBPATHTE HAPYLICHHE Ge30aCHOCTH IEPCOHATBHEBIX TAHHEIX, OH
00s13aH 3a6JI0KMPOBATH TOCTYII K IEPCOHAIBHBIM JAHHBIM, MATCPHAIGHEIM HOCHTENSIM H
aBTOMAaTH3UPOBAHHOMY pabodeMy MeCTy JI0 BBISICHEHHUS U yCTPaHSHUS TIPHIHH
YIIOJTHOMOYSHHBIMH JIALAMH.

3. Opranusanys apoJIbHOM 3aMMThI

3.1. JIvHEle TApONH JOCTYTIA K HHbOpMauoHHEM pecypcam UCITTa MAJOY
(aBTOMATH3MPOBAHHOMY PabodeMy MECTy, OTAEIBHBIM IPOrpaMMaM, CETEBBIM Pecypcam)
npenocraisores [lonp3oBarensiM B coorBeTcTBrE ¢ [Tonutukoit nHGOpManHoHHOM
6e3omacHOCTH epcoHaNbHBIX JaHHBX UCIITa « HO».

3.2. Cmena maponeit B ICTI/Te MIOY Briposcknii nerckuii cazg «Komocox» mpoBoguTes Ha
OCHOBAaHHH 3a5BKH B YCTaHOBJICHHOM IIOPSIZIKE.

3.3. Bo Bpems BBOJIa napoieif HEOGXOAMMO HCKIIFOUATE BO3MOXHOCTE €0 TOACMATPHBAHHAS WA
yraJBIBaHus IIOCTOPOHHAMH JIMIIaMH (OKHa, 3epKajia i IPYrHe OTPaXKaroUIne TOBEPXHOCTH) M
TEXHUYECKUMHE CPEJICTBAMHE (BHAEOKAMEPEL, IPOrPaMMEI 3aIIOMIHAHHS TTapoJel u T. IL.).

3.4. 3anpemaetcs 3aIucHIBATE TapoiiK Ha Gymare, B daiiie, SJIEKTPOHHOM 3aIUCHOM KHIKKE, B
JTMIHOM TeTeOHe U Ha IPYTHX HOCHTEIIX HH(bopManuy, coobmars apyram [lons3osarersm
HITH TPETHUM JIMIaM JIMYHBIH [1apOJIb X PETHCTPHPOBATE APYIHX JIKI] B CHCTEME IOl CBOUM
TIapoJieM, TIEPECHUIATE apoJb JIOOBIMU CPEICTBAMHE CBSI3H (TeTe)OHHAs CBSI3b, HIIEKTPOHHAS
moura, SMS u T. 11.).

3.5. IIpu ucnone3oBanuy naposteit ITonp3oBaTenn 00s3aHbL:

3.5.1. 9eTKO 3HATh M CTPOTO BBIIONHSATH TPeGOBaHMS HACTOSINEH HHCTPYKIUH U APYTHX
HOJUTHK H TIONIOXEHHUH 10 6€30I1aCHOCTH IIEPCOHANBHBIX JaHHBIX i HHGOPMAMOHHON
6e30macHOCTH;

3.5.2. cBOEBpPEMEHHO COOOMIATE B YCTAHOBJIEHHOM MOPSI/IKE JIHILY, OTBETCTBEHHOMY 32
obecneueHne 6€30IaCHOCTH NEPCOHATBHBIX JAaHHEIX, 06 yTepe, KOMIPOMETAIIHH,
HECAaHKI[MOHMPOBAHHOM U3MEHEHHH ¥ PAaCIPOCTPAHESHUH Tapoiiel X HECAaHKIMOHMPOBAHHOM
H3MCHEHHM CPOKOB JEHCTBHS apoei.

4. Tlopsixok paGoThI B ceTAX 00IIEro X0CTYIA U MEKAYHAPOIHOI0 HH(POPMALMOHHOTO
o6meHa

4.1. PaboTa B cersix obmero pocryna (VHTEepHET) Ipi OAHOBPEMEHHOM B3aUMOIEHCTBHIH C
MH(POPMALMOHHEIMA PECYPCaMH JOJDKHA POBOUTECS TONBKO B LIOPS/KE, YCTAHOBIEHHOM
JIOJDKHOCTHBIMH HHCTPYKIHSIMA.

4.2. Ilpu pabote ¢ cersimu obmero noctyna Ilonssosareno UCIIIH MAJIOV crporo
3aIpeInaeTcs:

4.2.1. ocymecTBIATE paboTy C HEPCOHAIBLHBIMHA JAHHBIMA IIPH 3a0I0KAPOBAHHBIX CPENCTBAX
samute! UCIIJIH (aHTHBHpYC, IEPCOHATBHBIH MEXCETEBOM SKpaH H T. II.), W IIPH
OTKITIOUEHHBIX OTACTBHBIX (yHKiusx 3amuts! ICIT Tz MATOY Briposckwif ;

4.2.2. mepenaBaTth II0 OTKPHITBIM ceTsM (BKiodast VIHTpeHeT) KOH(HIeHIHATbHEIE
TIEPCOHANIBHEIE TaHHEIE B HAPYLICHHE YCTaHOBICHHOTO pernaMmeHTaMu MAJIOV mopsizka;
4.2.3. cTpOro 3aInperaeTcs: CKauuBaTh U3 OTKPBITHIX CETeH MPOrpaMMHoOe 0GecTieueHne Ha
aBTOMATH3MPOBAaHHOE pabouee MECTO U ANEKTPOHHEIE HOCUTENH HHGMOPMAIIAH, a TAKXE APyTHe
(baltiIEl, OTKPHITHE MK HCIIONHEHNE KOTOPHIX MOXET IOTEHIMATBHO HAHECTH yIIep6
nHGOPMAITHOHHOH 6e30IacHOCTH (MCHOMHseMble (aiiiTbl, ApaiBepH! yCTPOHCTB, JOKYMEHTEI C
MaKpOoCaMH, aKTUBHBIE KoMnoHEHTH! (plug-ins, ActiveX, Java, Flash u T. 1) Gpay3sepa uiu [10);
4.2.4. 3ampermaeTcs IOCEIIEHAE CaliiTOB COMHHUTENBHOM peryTauy (IIOpHO-CaiTh, cai Tl
COIEpKaIIIe HEeETanbHo pacnpocTpansemoe [10, caliTE! ¢ 9KCTPEMECTCKAM COIEPIKAHIEM,
CalTEI CO CPEICTBAMH B3JIOMA MJIM HAaHECEHHS HHOTO yInep0a u T. I1.);

4.2.5. 3ampemaeTcs HeIeNeBoe HCIONb30BaHAe IOAKIIOUCHHS K OTKPBITEIM CETSM BHE
JIOJDKHOCTHBIX QYHKIMH ¥ C JINIHBIME LEISIMA.

C uHCTpyKIMel 03HAKOMIICHBI




